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1. Whatis the goal of static application security testing (SAST)?

A. Find runtime vulnerabilities

B. Detect source-code flaws early
C. Check APl compliance

D. Validate SSL configs

Answer B

2. Which describes a black-box test?

A. Tester uses full source code
B. Tester uses partial documentation
C. Tester has no internal knowledge

D. Tester uses runtime logs

Answer C

3. Which DAST tool advantage is correct?

A. Works at code level
B. Requires source code
C. Attacks live apps to find runtime flaws

D. Only scans network

Answer C
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4. What is the purpose of covering tracks in penetration testing?

5.

A. Improve logs
B. Delete forensic evidence of testing

C. Encrypt system

D. Enhance traceability

Answer B

Which phase is first in penetration testing?

A. Gaining access

B. Scanning
C. Reconnaissance

D. Covering tracks

Answer C

Why incorporate risk-based testing in CASST?

A. To add more tests overall
B. To prioritize high-impact vulnerabilities
C. To reduce tool use

D. To avoid code testing

Answer B
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